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TITLE OF THE INVENTION 
Spoof Detection for Biometric Sensing Systems 



APPLICANT 
Veridicom, Inc. 
2040 Martin Ave. 
Santa Clara, CA 95050 
U.S.A. 



CROSS-REFERENCE TO RELATED APPLICATIONS 
This application is related to U.S. Provisional Application Serial No. 60/158,423, filed 
October 7, 1999, entitled, "Method and Apparatus for Determining a Living Fingerprint on a 
Fingerprint Sensor," which is incorporated herein by reference in its entirety, and to which 
priority is claimed. 



BACKGROUND 

1 . Field of the Invention. 

The invention relates to biometric sensors, and more particularly to fingerprint sensors 
and techniques for distinguishing between living and non-living fingers placed on a sensor. 

2. Background Information. 

Fingerprint identification and authentication systems rely On a user's unique 
fingerprint to identify whether the user is authorized to access the system. A significant 
challenge for fingerprint authentication systems is to prevent unauthorized access gained 
through the use of a spoof, i.e. a fingerprint from a non-living finger. A spoof can include an 
artificially produced fingerprint (e.g., a molded plastic or rubber 3-dimensional impression of 
a true fingerprint), a fingerprint from a finger of a dead person, or a fingerprint from a finger 
severed off of a live person. Each of these spoofs circumvents the fingerprint authentication 
process, as the spoof can be used separate from its legitimate owner. 

One solution to this problem is to require the use of an accompanying password or 
personal identification number (PIN). All bank cards and most other tokens require both the 
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card and a PIN. This combination is a good defense against the spoof attack. Multi-factor 
authen.cat.on is required in many applications not only as a defense against spoofing, but 
also as an increased level of security. 

However, multi-factor authentication has drawbacks. For example, the accounting or 
• card .ssuing organization faces significant administrative cost in handling the secret codes 
and the card holders have to memorize the secret codes. In addition to the cost of managing 
the secret codes, the card issuing organization faces significant cost in handling the cards " 
such as issuing new cards or dealing with lost cards and the card holders have to carry the 
cards which may be inconvenient to the users in certain situations. Therefore it is 
advantageous to capitalize on the inherent benefit of identification through the user's 
fingerprint, which does not require the user to remember any passwords or to retain any 
tokens. Accordingly, there is a need to be able to distinguish between living fingers and 
spoofs, so as to ensure that only authorized persons will be able to access the protected 
system. 

For example, one fairly simple way of illegally accessing an optical fingerpnnt 
system ,s with a photographic copy of a true fingerprint. Older optica, fingerprint systems 
are unable to discriminate between a real fingerprint and a photocopy. To overcome this 
problem, some optical systems now use frustrated total internal refraction (FTIR) while 
others employ ultrasound technology. FTIR systems are designed to reflect light from 
surfaces of the skin directly in contact with the scanner (e.g. fingerprint ridges) and not to 
reflect light from those surfaces out of contact with the scanner (e.g. fingerprint valleys) 
Ultrasomc systems such as ones descnbed in U.S. Patent No. 5,587,533 entitled "Surface 
Feature of Mapping Using High Resolution C-Scan Ultrasonography" of Schneider et al 
.ssued December 24, 1 996, direct ultrasonic waves to the object placed on the scanner and 
monitor the waves that are returned. Both types of optical systems can discriminate between 
a flat photocopy of a fingerpnnt and a true fingerprint having 3-dimensional depth One 
shortcoming, however, with both of these optical systems is that they cannot distinguish 
between a living finger and a 3-dimens.onal finger molded from plastic or rubber, nor a dead 
from a living finger. 

Other approaches are used for non-optical fingerprint authentication systems For 
example, some fingerprint capture devices measure the subject's skin res 1S tance and 
temperature. These measurements can then be compared to norma, values for a living finger 
If the measurements deviate from normal values, then the fingerpnnt is identified as a spoof 
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The skin resistance and temperature safeguards, however, can easily be circumvented by 
warming up an artificial or dead finger or by designing an artificial finger with a resistance 
similar to a true finger. 

Still other fingerprint authentication systems utilize other medical measurements to 
determine whether the fingerprint presented is from a living finger or a spoof. One such 
system is described in U.S. Patent No. 5,719,950, entitled "Biometric, Personal 
Authentication System" of Osten et al., issued February 17, 1998, which incorporates 
biological measurements, such as electrocardiograph signals and blood pressure, in 
conjunction with a fingerprint scan to determine whether the fingerprint presented originates 
from a living finger. Disadvantages of these systems include their complexity, large size and 
high cost. In addition, systems which probe medical signals of a person are highly intrusive. 

There is a need, therefore, for an improved method for distinguishing a living finger 
from a spoof. In particular, the method should accurately discern between the two without 
being overly intrusive. The method also should not significantly increase the size or cost of 
the system. 



SUMMARY OF THE INVENTION 

A method and apparatus for employing spoof detection for a biometric sensing device 
is provided. The invention employs a number of computer implemented techniques designed 
to distinguish between a living and a non-living biometric, particularly a fingerprint. 
Anomalies of an electrical representation of a fingerprint, captured from the biometric 
sensing device, are analyzed using any number of steps designed to detect certain 
characteristics that are difficult to spoof and largely unique to a living finger. 

According to one embodiment, a solid state fingerprint sensor is employed. One such 
solid state sensor is a capacitive sensor that captures fingerprints by electrical means. Depth 
is determined by electric field strength, which is inversely proportional to distance. Because 
capacitive fingerprint sensors require a three-dimensional object, they do not accept a 
photographic copy of a true fingerprint. In addition, in order for these sensors to capture a 
fingerprint, the finger or object presented to the sensor must have electrostatic characteristics 
similar to the skin on a living finger. This will eliminate fingerprints from plastic or rubber 
molded fingers, as these materials are non-conductive. 

The method further relies on additional characteristics of living fingers that cannot be 
easily replicated by an artificial, dead or severed finger. For example, living skin has the 
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The average intensity of the additional image is compared with the prior averages for 
the sequence of images to determine whether the averages vary beyond the threshold amount. 
If the averages still do not vary beyond the threshold amount, then the system repeats the 
steps of acquiring another image, calculating the average intensity for that image, and 
comparing that average with the previous ones, until the maximum number of images have 
been captured. At that point, the system rejects the applied object as being a spoof, rather 
than a living finger. 

In another embodiment, the density of the ON-pixels'is calculated over a sequence of 
images instead of average intensity. In one embodiment, maximum and minimum pixel 
values for an image (either the entire image or a selected portion of an image) are determined. 
A mid-value is then determined. A pixel with a value greater than the mid-value is 
considered to be an ON-pixel. The number of ON-pixels over the number of total pixels (in 
either the entire image or a selected portion of an image) is the density of an image. The 
density of each image in the sequence is successively compared with the density of the 
previous image. An increase in density over the sequence of images exceeding a 
predetermined threshold amount indicates that the object is from a live person. Otherwise, 
the object is a spoof. 

In still another embodiment, the average intensity is calculated separately for the 
middle fingerprint portion and the outer fingerprint portion for each image in the sequence of 
images. Each average intensity of the middle fingerprint portion is successively compared 
with the average intensity of the middle fingerprint portion of a previously captured image. 
Likewise, each average intensity of the outer fingerprint portion is successively compared 
with the average intensity of the outer fingerprint portion of a previously captured image. If 
the average intensity for the outer fingerprint portion increases faster than the average 
intensity for the middle fingerprint portion, then the fingerprint is determined to be coming 
from a spoof. Calculating and comparing the rate of increase for the middle fingerprint 
portion and the outer fingerprint portion protects the system from falsely accepting an 
artificially warmed spoof. This is because the middle fingerprint portion warms up faster 
than the outer fingerprint portion for a living finger while the outer fingerprint portion warms 
up faster than the middle fingerprint portion for an artificially warmed spoof. 

In an alternative embodiment, the density of the middle fingerprint portion and the 
density for the outer fingerprint portion are calculated and successively compared. If the 
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while the water droplet is faland short). The sizes of the water droplets are successively 
compared. The same or decreasing sizes can indicate that the object is a wetted spoof, or the 
object is a living finger with over-accumulation of surface moisture. The system rejects the 
fingerprint. Again, the system can instruct the user to wipe off excessive moisture from the 
applied object or sensor and try again. 

In one embodiment, matching minutiae are further compared with respect to their 
minutia type, that is, endpoint or bifurcation. The ratio of mismatches of minutia type to the 
overall minutia matches is compared against a threshold amount. If the ratio exceeds the 
threshold value, then the sensed fingerprint is rejected as a spoof. 

In still another embodiment, the same finger is to be disposed over on the sensor 
multiple times - e.g. twice. A sequence of images are captured each time. The sequences of 
images are then compared. For a true finger, the first image in the second sequence exhibits 
characteristics closer to the last image in the first sequence while for a spoof, the first image 
in the second sequence exhibits characteristics closer to the first image in the first sequence. 

In another embodiment, two-dimensional captured images are mapped into one- 
dimensional signals. Static (e.g. from one fingerprint image) and dynamic (e.g. temporal 
change of perspiration pattern of the skin) measures are then extracted and used for 
classification. The static and dynamic measures can include those detectable within the same 
signal derived from one fingerprint image and those observed in temporal transition from one 
signal to the next such as temporal changes over multiple image signals, respectively. The 
static measure can be used to detect variations in gray level due to darkening around the pores 
and the dynamic measure can be used to detect the changes caused by perspiration over time. 
These measurements are quantified to produce a sweating pattern. 

In one embodiment, the calculated parameters, for example, the energy inside normal 
pore frequency window, total swing ratio, minimum/maximum growth ratio, last-first 
fingerprint signal difference mean and percentage change of standard deviations, are fed into 
a neural network. According to one instance, if the output of the neural network is in a 
predetermined range, then the applied object passes as coming from a living finger. In 
another instance, the predetermined range is positive. If the output of the neural network is in 
a second predetermined range, then it is determined whether a predetermined number of trials 
have been met. In one embodiment, the second predetermined range is negative. If the 
number of trials is less than a predetermined number of maximum trials, then the system 
prompts the user to wipe the applied object. The system then captures another sequence of 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1, which comprises FIG. 1A and FTG m j • 

, n fl H(J - 18 ranged in a manner shown in the kev 

calculahng average intensities of a sequence of images. 

FIG. 2 shows a block diagram of a fingerprint system 

to FIG 7* 3 ; WU t T" FIG ' ^ ^ 3B ^ " 2 — » "»« " *°y 
to FIG. 3, ,s a flowchart of a method for distinguishmg between a .iving finger and a spoof by 
15 calculating density of a sequence of images. ana a spoof by 

snoof h F ' G , 4 1' 3 fl ° WCha " ° f 3 me ' h0d " d ' S,inS " iShmS ' «»ser and a 

spoof by calculating the average intensity change along a ridge. 

FIG. 5 is a flowchart of a method for distinguishing between a living finger and a 
spoof by detcrmimng whether the average intensity changes along me ridges and whemer the 
20 average intensities a, the ridges are at a maximum value. 

FIG. 6 is a flowchart of a method for distinguishing between a living fi„ ger and , 
spoof by comparing the size of water droplets on a sequence of ima-es 

to FIG T 7 „ Whi ! C ° mPnSeS FI °- M ^ FIG ' ?B ™ ~ *- » - toy 

? ' ' S 3 " ° f 3 —* fc ***** between a living fi„g er md . spoof 
based on perspiration characteristics. 

FIG. 8 is a flowchart depicting a method for distinguishing between a living finger 
and an inverted spoof of the Jiving finger. g 
FIG. 9A is a block diagram of an exemplary biometnc sensing system 
FIG. 9B is a block diagram of a capacitive fingerprint sensor. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
In accordance with the invention, computer implemented methods and associated 
apparatuses for distinguishmg a living finger from a spoof are provided. A living finger as 
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opposed to a fake or a deajfhger, exhibits vitality, meaning that it has blood flow, 



perspiration, neuroactivity and other biological functions. For example, living skin has the 
functions of excretion of substances through sweat glands and absorption of lipid-soluble 
substances. Each square inch of skin includes approximately 600 sweat glands. Sweat 
5 glands include pores, which are small openings of the sweat ducts in the skin surface. Pore 
patterns are unique and they do not disappear, move, or spontaneously change over time. 
Typically, pore-to-pore distance is approximately 0.5 mm, or there are approximately 20.8 
pores per centimeter (cm) on the ridge. The sweat glands produce some unique biological 
effects such as the production of heat and moisture (perspiration), as well as the absorption of 
1 0 moisture. 

A living finger is a heat source. Therefore, after a living finger is placed on a 
fingerprint sensor, the finger will warm the sensor. This increase in sensor temperature over 
a sequence of images can indicate a living finger. In one embodiment, the temperature 
change is measured directly such as with a heat sensor or the equivalent. In another 
embodiment, the temperature change is measured indirectly. For instance, increasing 
temperature causes increasing surface moisture on the finger (due to perspiration). 

A living finger perspires. Because moisture is conductive, conductivity increases 
with increasing moisture. Therefore, if measured by a resistive sensor, then resistance 
decreases can be observed and, if measured by a capacitive sensor, then capacitance increases 
can be observed. In addition to an increase/decrease in signal strength, the area of the 
increased/decreased signal strength expands as perspiration emanates from pore locations 
along the ridges. 

Skin on a living finger is hydrophilic, that is, it absorbs water and other liquids 
applied at the surface of the skin. Hence, moistures are evenly distributed over the finger and 
when a living finger is wetted, either with liquid or from perspiration, a quality image having 
good differentiation between ridges and valleys of the finger may still be generated. This is 
opposed to a wetted spoof, which can be hydrophobic and tends to pool the moisture in the 
valleys, thereby yielding little or no ridge to valley differentiation. 

Moreover, the texture of the skin has particular characteristics where transitions 
30 between ridges and valleys, i.e., at endpoints and bifurcations, occur. 

In accordance with an embodiment of the invention, these unique biological and 
physical characteristics are captured by a fingerprint sensor over a sequence of images and 
interpreted from the captured images. They are not necessarily measured directly by 
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location, but can be distributed and "logically" arranged as depicted in FIG. 9A. The figure 
and description is intended to capture this logically arrangement.) 

While the program code is ultimately embodied in a system as depicted, for instance, 
in FIG. 9A, the program code can be sequences of instructions for causing a processor (or 
distributed processors) to perform the functionalities described above (and more particularly 
below). The program code, or "software product", can be stored in a tangible medium, such 
as a CD-ROM, floppy disk, or a computer memory, for instance a shared memory or shared 
disk on a networked computer system. Further still, the software product can be embodied in 
downloadable, and perhaps compressed and encrypted, computer data files that are later 
loaded and executed (or interpreted) by a general purpose computer or an image capture 
device. According to one embodiment, the invention is completely represented by the spoof 
detection module software alone -- and can be sold as a stand-alone product augmenting or 
improving an existing image capture device and/or biometric matching module. 

The sensor 916 is preferably a capacitive fingerprint sensor. It is further described 
with reference to FIG. 9B, to which we now turn. 

FIG. 9B shows a diagram of a fingerprint imaging device 932. In normal operation, 
the fingerprint imaging device 932 uses techniques derived from Coulombs law to determine 
the location of ridges and valleys in a fingerprint surface 938. By modeling each sensing 
element 936 in the sensor chip 916 as one plate in a capacitor, the finger surface 938 (that is, 
the ridges and valleys) being the second plate in the capacitor, it is possible to measure a 
relative distance between the ridges and valleys to construct an electrical representation of the 
fingerprint. According to one embodiment, a passivation layer 924 is disposed over the 
sensing elements 936 to form the capacitor at the ridges. 

Turning back to FIG. 9A, when the sensor 916 detects an applied object 918 and 
captures an image, the individual sensing elements 936 create an electrical representation 920 
of the surface 938 of the skin. In an abstract form, the electrical representation may be 
modeled as the fingerprint 922, wherein particular minutiae are highlighted by boxes only for 
the purpose of illustration. What is captured, however, is more than simply data 
representative of ridges and valleys in a fingerprint; anomalies, or "noise" (as is mentioned 
above) in the image will inevitably occur. These anomalies are discarded by prior systems, 
but here they are used to computationally analyze the electrical representation 920 for indicia 
of a living finger. 
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Because capacitivelmgerpnnt sensors require a three-dimensional object, they do not 
accept a two-dimensional photographic copy of a fingerprint. In addition, in order for these 
sensors to capture a fingerprint, the finger or object presented to the sensor must have 
electrostatic characteristics similar to the skin on a living finger. In other words, the object 
must be conductive. By requiring such electrostatic characteristics, fingerprints from plastic 
or rubber molded fingers can be eliminated, as these materials are non-conductive. Of 
course, other types of fingerprint sensors, e.g., optical sensors and pressures sensors, can be 
used as well. 

Typically, the system uses a raw fingerprint image captured by the sensor to perform 
the spoof detection methods described herein. It is typically the case that the types of 
properties described herein, when electrically reproduced by the sensor, are found not, strictly 
speaking, found in ridge and valley data reproduced by the sensor. Rather, the properties are 
found in anomalies in the expected (perfect) fingerprint image and/or in other "non- 
linearities" or disturbances in the image. Thus, it may be undesirable in most, but not all, 
circumstances to process the raw fingerprint image to reduce the noise and enhance the raw 
image. 

While some tests described below may benefit from such image processing, others 
may not. (Of course, alternatively, in some embodiments, once it has been determined the 
sampled image is a living fingerprint (and not a spoof), it may then be desirable to further 
process the raw data.) So, by way of example, image processing and/or filtering techniques 
such as those described in U.S. Patent No. 6,049,620, incorporated herein by reference above, 
U.S. Patent Application Serial Nos. 08/971,455, filed November 17, 1997, entitled 
"Automatic Adjustment Processing for Sensor Devices," Serial No. 09/300,087, filed April 
26, 1999, entitled "Method for Imaging Fingerprints and Concealing Latent Fingerprints," 
and Serial No. 09/560,702, filed April 27, 2000, entitled "Automatic Gain Amplifier," which 
are each incorporated herein by reference in their entirety, can be employed. 

Measurement for each pixel in the image can be translated into an analog signal 
representing the intensity of the pixel. In one embodiment, the value of the intensity is 
represented by a grayscale of 0 to 255 or 8 bits, 0 being the lightest (white, no signal) and 255 
being the darkest (black, strong signal). 

In general, an image generated from the conductivity measurements of a capacitive 
fingerprint sensor exhibits darker and lighter areas. These areas represent various levels of 
conductivity measured at the capacitors. As the finger, which acts as one plate of the 
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may be limited due to a paft ar physical or electrical configuration). Tactual capture 
rate should give sufficient time for a detectable change in the level of the average intensity. 

If the currently captured image is not the first image (step 108), then a delta average 
intensity is calculated from the average intensities of the currently captured image and the 
previous captured image in step 1 10. The delta average intensity between each two 
successively captured images is calculated by subtracting the average intensity of the 
previous captured image from the average intensity of the currently captured image. 

In the embodiment shown in FIG. 1, the delta average intensity is calculated as each 
image is captured, on an image-by-image basis. In an alternative embodiment, the delta 
average intensity between each two successively captured images is calculated after a 
predetermined minimum number of images have been captured. 

The system then determines whether the delta average intensity is positive in step 1 12. 
A counter that records the number of positive delta average intensities is incremented by one 
in step 1 14 if the delta average intensity is positive. The system then determines whether Nl 
images have been captured in step 1 16. Similarly, if the delta average intensity is not positive 
(step 1 12), then the system does not increment the counter but determines whether Nl images 
have been captured in step 1 16. 

The value of number Nl depends on the rate of capture of the fingerprint sensor. 
According to one embodiment, using a capacitive fingerprint sensor, the minimum time for a 
sufficient change over the sequence of captured images is approximately 1 .2 seconds. In this 
embodiment, at a capture rate of 0.2 seconds, six images are captured prior to any 
determination of whether the fingerprint is coming from a living finger. Similarly, if the 
capture device has a capture rate of, for example, 0.02 seconds per image, then a minimum of 
60 images are captured prior to any determination. 

If Nl images have not been captured (step 116), then an additional fingerprint image 
is captured in step 104 after a time delay (step 109). Steps 104 through steps 1 16 are 
repeated until Nl images have been captured. 

After Nl images have been captured, an average delta average intensity is calculated 
in step 118. The average delta average intensity is calculated as (average of delta average 
intensities / average of average intensities). For example, for six average intensities (from six 
captured images) of 80, 90, 100, 1 10, 120 and 130, the average delta average intensity is 
calculated as: 

[(10+10+10+10+10) / 5] / [(80+90+100+1 10+120+130) / 6] x 100 = 9.5%. 
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monotonically (step 120) "he average delta intensity is above a predetermined threshold 
amount (step 122), then the image is accepted as coming from a living finger (step 124). 

If, however, the average intensity is not increasing monotonically or the average delta 
intensity is not greater the threshold amount and N2 images have been captured, then the 
5 image is rejected as coining from a spoof (step 1 30) and the process ends in step 126. In a 
static imaging environment, i.e. an environment where the applied object does not move 
relative to the sensor for image capture purposes, it is noted that the applied object, e.g. the 
finger, should remain on the fingerprint sensor until a decision is made. For example, the 
applied object must remain relatively stationary on the fingerprint sensor for a minimum of 
10 1.2 seconds. 

It is noted that in the embodiment above (FIG. 1), uniform sensor devices should be 
employed because different devices give different ranges of intensities. Since intensity 
ranges vary with different devices, it is difficult to use a fixed threshold while obtaining good 
or uniform results for all the devices. In addition, different fingers also give different rlnges 
of intensities. Accordingly, the lack in uniformity causes it to be even more difficult to use a 
fixed threshold. Hence, where uniformity of the sensor is a concern, software and/or 
hardware based normalization may need to be perfoimed on the sampled image(s) so that a 
different threshold does not need to be calculated for different people or different devices. 
Filtering and image processing techniques, such as those mentioned above for instance U.S. 
20 Patent Application Serial No. 09/560,702, filed April 27, 2000, as well as those discussed 
below, can be employed to achieve such a normalization. 



PIXEL DENSITY TECHNIQUE 
A more robust way of testing vitality is to use the density of ON-pixels along a ridge. 
25 Density is a measurement of the number of ON-pixels in a certain area, the certain area being 
the normalization factor. Because increased moisture within and on the surface of the skin 
increases the signals and that as the finger is wanning up the sensor, the moisture increases, 
in particular, along the ridges. Hence, the ridge area is used in measuring the density of ON- 
pixels. 

FIG. 3 shows a flowchart for determining whether a fingerprint is coming from a 
living finger by calculating the density of ON-pixels in a predetermined area. The process 
starts in step 1 50. A fingerprint image is captured in step 1 52. A portion of the captured 
image is selected in step 154. In one embodiment, a central portion of an image is selected. 
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If, however, the average delta density does not exceed the threshold, then it is 
determined whether N4 images have been captured (step 1 80). If less than N4 images have 
been captured, then an additional fingerprint image is capture in step 152 after a time delay. 
It is noted that all counters are reset in end step 1 78. 

In one embodiment, to protect the system from falsely accepting an artificially 
warmed spoof, e.g. a spoof that is warmed by a hair blower, image characteristics are 
measured at different portions of the fingerprint. For instance, measurements can be taken 
from the middle of the fingerprint (middle fingerprint portion) and the outer peripheral of the 
fingerprint (outer fingerprint portion). The middle fingerprint portion typically warms up 
faster than the outer fingerprint portion for a living finger. To the contrary, the outer 
fingerprint portion of an artificially warmed spoof warms up faster than the middle 
fingeiprint portion. Therefore, the system rejects the applied object as a spoof if the outer 
fingerprint portion warms up faster than the middle fingerprint portion. 

In another embodiment, a predetermined portion of pixels is designated to be the 
middle fingerprint portion and the surrounding remaining area of pixels is designated as the 
outer fingerprint portion. For example, a center portion having 150x150 pixels is designated 
as the middle fingerprint portion and the surrounding remaining area of the 300x300 pixels is 
designated as the outer fingerprint portion. However, the number of pixels may be modified 
for different applications. 

According to another embodiment, the average intensity is calculated for the middle 
fingerprint portion and the outer fingerprint portion of each image. The average intensity is 
calculated in a manner described above with respect to FIG. 1. Specifically, the intensity of 
the ON-pixels of an image are averaged. The rates of increase, i.e. the average delta average 
intensity, for the middle fingerprint portion and the outer fingerprint portion, are also 
calculated for each image. The rates of increase for the middle fingerprint portion and the 
rate of increase for the outer fingerprint portion are then compared. If the outer fingerprint 
portion has a rate that is greater than the rate for the middle fingerprint portion, then the 
system rejects the fingerprint as coming from a spoof. On the other hand, if the middle 
fingerprint portion has a rate of increase that is greater than the outer fingerprint portion, then 
the system accepts the fingerprint as coming from a living finger. 

In an alternative embodiment, density is calculated for the middle fingerprint portion 
and the outer fingerprint portion of each image. The density is calculated in a manner 
described above with respect to FIG. 3. In one embodiment, ON-pixels in a center portion of 
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^DGE UNIFORMITY TECHNIQUE 

FIG. 4 shows a flowchart for a process where the characteristic associated with 
perspiration is used to determine whether a fingerprint is from a living finger or a spoof by 
measunng the changes in intensity along the ridges over a sequence of images. The process 
starts in step 202. A plurality of images are sequentially captured at a predetermined rate, as 
is described above (step 204). The intensity along the ridges of each image is measured in 
step 206. The ridges are again represented by ON-pixels, the ON-pixels being the pixels that 
have intensities greater than a predetermined threshold. 

The intensity along the ridges of each image is compared with intensity along 
corresponding ridges of a previous captured image successively (step 208). For example, the 
intensity along ridges of the second image is compared with corresponding intensity along 
ridges of the first image; the intensity along ridges of the third image is compared with 
corresponding intensity along ridges of the second image; and so on. If the intensity along 
the ridges increases in a spatially non-unifonn way (step 210), then the system accepts the . 
image as coming from a live person in step 212. This is because a spatially non-uniform 
increase in intensity along the ridges indicates pores emanating sweat, which is an indicator 
of a living finger. However, if the intensity along the ridges does not increase in a spatially 
non-uniform way (step 210), then the image is rejected as coming from a spoof in step 216. 
The process ends in step 214. 

In an alternative embodiment, instead of global measurement of nonuniformly 
increasing intensity, the nonuniformly increasing intensity is measured along the contours of 
the ridges to obtain a linear sequence of intensity values. The contours are located by first 
determining the location of the ridges. The ridges are in turn determined by pixels having 
intensity values greater than a threshold amount. Pixels having intensities greater than a 
threshold amount are ON-pixels, as is described above. The image is then binarized, i ; e. the 
ON-p,xels are set as black pixels and the rest are set as white pixels. After binarization, the 
ridge measurement is linear. 

A ridge follower (i.e. a computer technique that traces a line through analysis of a 
string of coterminous pixels) then tracks the ridges on the grayscale image, for example the 
original image prior to thresholding and binarizing. When the ridge follower is over a pore, 
the ,mage signal is stronger and the image signal decreases after the ridge follower passed the 
pore. The signal level tracking a ridge is thus roughly sinusoidal as the signal goes from pore 
to pore. This nonuniformity in image signals does not exist for a dead or a fake finger 
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device can measure. Whentnis occurs, there is little ability to determine whether the change 
in image strength over a sequence of images gets stronger, which is a characteristic of a 
living finger. Accordingly, in one embodiment, gain adjustment techniques, such as those 
described in U.S. Patent Application Serial No. 09/560,702, filed April 27, 2000, 
incorporated herein by reference in its entirety above, can be employed when the signal 
strength is too high - the gain adjustment technique can lower the image capture device gain 
and correspondingly lower the strength of the captured images so that a change is detectable. 
An alternative technique is to measure the signal strength along the middle of the ridges, 
which is described below in further detail. 

WATER DROPLET DIFFERENTIAL TECHNIQUE 
FIG. 6 is a flowchart depicting a situation where randomly located water droplets are 
used to determine whether the fingerprint is coming from a living finger or a spoof. The 
process starts in box 402 and continues to step 404. In step 404, a sequence of fingerprint 
images are captured. In step 406, randomly located, i.e. not all located along the ridges, 
water droplets are identified. Water droplets are indicated by splotches (e.g. globules) - in 
this case clusters of pixels in the electrical representation that are representative of a splotch. 
Because water (at least perspiration) is conductive, water produces a strong signal. The 
system determines a globule if the ON-pixel area is wider than a ridge (a ridge is usually 
narrow and long versus a globule that has a larger width). If there is a large number of water 
droplets, then the applied object is likely either a wetted living finger or a wetted spoof. 

The average size of the water droplets of a currently captured image is compared with 
corresponding water droplets in a previously captured image in step 408. If the water droplet 
size increases (step 410), then the system accepts the image as coming from a living finger 
(step 416) and the process ends in step 414. This is because, in general, a perspiring sweat 
gland creates moisture at a faster rate than the rate at which the skin absorbs the moisture. 
Hence, for a living finger, the water droplet size increases over time. 

If the water droplet size remains static, or decreases over the timed sequence of 
images (step 41 0), or is too large, e.g. greater than approximately two or three ridge widths, 
then two situations may be possible: 1 ) the applied object is a wetted spoof or 2) the applied 
object is a living finger with over-accumulation of surface moisture. In either situation, the 
system does not accept the image as coming from a living finger (step 414), although the 
system may be falsely rejecting a living finger (as in the second situation). 
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Application Serial No. 09/560,702, filed April 27, 2000, entitled "Automatic Gain 
Amplifier," which is incorporated herein by reference above. 

In one embodiment, a blank is captured from the fingerprint sensor, i.e. an image is 
captured from the fingerprint sensor without a finger placed on the sensor. This blank image 
represents the static in the background. A fingerprint is then captured from the fingerprint 
sensor and the blank image subtracted from the captured fingerprint to eliminate the static. In 
one embodiment, pixels that change within 2% of the blank image are discarded because they 
are considered to be static noise. In still other embodiments, a median filter can be applied to 
fill in the white pixels in the middle of the pores and to further smooth the image. 

Also in step 506, the last captured image is translated into binary representation. The 
last captured image is used because a fingerprint from a living finger darkens over time due 
to increased moisture on the surface of the skin. Therefore, in general, the last captured 
image has the best contrast, meaning that it has the most defined ridge structure. 

In another embodiment, the last captured image is first transformed into grayscale 
signals, represented by a number of 0 to 255. The last image is then transformed into binary 
representation by mapping pixels having signals greater than the threshold amount as a black 
pixel and a pixel having a signal less than a threshold amount as a white pixel. 

Binarizing, according to one embodiment, is accomplished with a thresholding 
circuitry incorporated into the readout circuit of the sensor so that binary outputs are 
generated from the sense elements. The threshold can be set locally in specific regions of a 
fingerprint sensor to correct for variations across the sensor. A ridge is identified by the ON- 
pixels. A valley, on the other hand, is identified by the white pixels. 

The binary image is then thinned so that ridges are only one pixel wide (step 508). 
Thinning reduces the amount of information to be processed to the minimum necessary for 
the recognition of patterns. In addition, the shape of a thin-line representation of a pattern is 
more easily analyzed, thus permitting a simpler structural analysis and more intuitive design 
of recognition algorithms. Preferably, a thinning algorithm compresses data representing the 
fingerprint, retain significant features of the pattern and eliminate local noise without 
introducing distortions of its own. Various thinning methods are described by L. Lam et al. 
in "Thinning Methodologies - A Comprehensive Survey," IEEE Trans. Pattern Analysis and 
Machine Intelligence, Sept. 1 992, pp. 869-885. In general, any suitable method may be used 
to reduce the number of pixels to a curve of one pixel wide (i.e. a thin line). 
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Pixels, m d the „e lg hbon„g pixels are separated by, for 
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instance, at least one but not more than two, OFF-pixels, then it is possible that the series of 
three ON-pixels (the focal pixel and the two neighboring ON-pixels) represents a y- 
connection. In such a circumstance, the two neighboring ON-pixels are turned off. 

After the image is thinned, the resulting contour representing each ridge includes the 
edge of each ridge (i.e. extremes). Extremes are undesirable because they are not a main part 
of the ridge but rather on the border of the ridge. As discussed before, the center portion of 
the ridge contains biological features that are unique to a living finger. Therefore, the end 
points on a contour (i.e. extremes) are eliminated. The spurs, which are tick marks along 
ridges (usually a one-bit or a two-bit intrusion), are eliminated as well. 

In one embodiment, extremes of the ridges and the spurs are removed using 2-pixel 
erosion in step 512. A 2-pixel erosion can use the same basic 3x3 non-overlapping neighbor 
process. Here, a focal pixel has one neighbor. Thus, it is assumed that the focal pixel is an 
extreme or spur in a ridge. Consequently, the focal pixel is turned off. If extremes or ridges 
of greater than one pixel are to be removed, then the process can be performed in an iterative 
1 5 manner— once for each additional pixel of the extreme or spur to be removed. 

In one embodiment, curves shorter than fifteen pixels are discarded (for instance, 
using the 3x3 non-overlapping neighbor process described above). Since the nominal pore- 
to-pore distance is approximately 0.5 mm, spanning approximately ten pixels, a curve shorter 
than fifteen pixels is too short to capture a pore and their vicinity adequately. At the end of 
this step, contours roughly follow the center of the ridges of the original captured image and 
largely contain useful information. 

The results from the last captured image are used as a mask in step 514. The mask is 
placed over the first and the last captured images and the gray scales along the contours (i.e. 
the mask) of each of the first and last captured images are converted into signals (i.e. strings). 

The resulting contours, which traverse through the middle of the ridges, have varying 
gray levels of the fingerprint image. It is noted that the peaks of the gray levels denote the 
moist (e.g. pore) locations and the valleys of the gray levels show the dryer regions, usually 
between each two pores. Typically, there is regularity in the spacing of the pores in a live 
fingerprint signal. For example, the peak to peak distance in a live fingerprint signal is 
30 approximately 1 0 pixels or 0.5 mm. This is opposed to a fingerprint signal from a dead 

finger or a plastic finger, which does not have a specific periodicity because a spoof does not 
have evenly spaced perspiring pores. 
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is the total energy. SpatiafWances of 0.4 mm and 1 .2 mm are selected.^ause as 
discussed above, the average pore-to-pore distance is approximately 0.5 mm. Assuming a 
±0.1 mm variation, for example, the minimum spatial distance is approximately 0.4 mm. A 
pore may be missing, e.g. a pore that is not sweating. Therefore, the maximum distance 
5 between two sweating pores is approximately 1 .2 mm. 

As discussed before, because a spoof does not have pores, no spatial frequency is 
available for a spoof. Hence, the total energy for a spoof is of a negligible value, or much 
less than that of a living finger. 

In parallel to step 528 are steps 5 1 6 through 526, where temporal changes of a 
1 0 fingerprint are quantified. In step 5 1 6, signals representing the contours are connected to 
form a long signal that represents each of the first captured fingerprint and the last captured 
fingerprint. The local maximums and local minimums of the first and the last fingerprint 
signals are detected in step 518. Local maximums are all the different peaks in the long 
signal and local minimums are all the different valleys in the long signal. Because the long 
signal exhibits periodic ups and downs, there are multiple peaks and valleys within one 
signal. This is opposed to a global maximum and a global minimum where only one peak 
and one valley is selected from the long signal. 

The local maximum and the local minimum are used to calculate a series of 
parameters quantifying the changes caused by the sweating process over time. For live 
20 fingerprint signals, the local maximums are typically fairly constant, but the local minimums 
typically rise over time due to the diffusion of perspiration. In general, the pixels near the 
pores are relatively saturated while the areas between the pores are relatively dry when the 
first image is captured, creating fluctuation in the fingerprint signal. However, as time 
progresses and the sweat diffuses toward dryer regions, the signal becomes more 
25 homogeneous (and thus less varying gray level along the ridges). In one embodiment, the 
series of parameters include total swing ratio (step 520), minimum and maximum growth 
ratio (step 522), last-first fingerprint signal difference (step 524) and percent change of 
standard deviation of the first and the last fingerprint signal (step 526). These four 
parameters are chosen because these four parameters exhibit sufficient differences between a 
30 dead and a live fingerprint signal. 

In step 520, the total swing ratio of the first fingerprint signal to the last fingerprint 
signal is calculated. In general, the swing for a live fingerprint is larger than that of a spoof 
(a fake or dead finger). In addition, the swing is generally smaller for the last captured image 

29 



WO 01/24700 

PCT/US00/27782 
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Xc d t?t7 ue ° ffte ^^^ 
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Percentage chan g e of s,a„ dard devjalions of ^ 

calculated ,„ step 526 as follows. ^ 

DM.4-(SD(C,)-SD(Cy/SD(C,)) ... 
where SD is Stands Deviation ^ ^ . ^ ^ _ 
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If the signal fluctuation decreases around the means, which is typical for a live 
fingerprint signal, then the percentage change of standard deviation would rise. Hence, a 
higher value of percentage change of standard deviations of the first and the last fingerprint 
signals indicates a living finger. 

The results from steps 520 through 528 are then fed into a back-propagation neural 
network classifier. In step 530, a decision on vitality is made in accordance to the results 
from the back-propagation neural network classifier. It is noted that the back-propagation 
neural network classifier can classify a fingerprint signal based on any one of these five 
measurements. However, a combination with one or more other measurements can produce 
better classification precision and thus a more robust system than using one measurement 
alone. 

A neural network is a software (or hardware) simulation of a biological brain. One 
advantage a neural network has over digital computers is the ease of taking into account high- 
order statistical relationships of stochastic data. More specifically, a neural network learns to 
recognize patterns in an input data by utilizing the principle of reward and punishment, by 
back-propagating the needed information for altering structures of interconnections and 
strength or weights of these interconnections dynamically. Once the neural network has been 
trained on samples of input data, it can make predictions by detecting similar patterns in 
future data. 

The architecture of a back-propagation neural network consists of two major 
components: nodes and the connections between the nodes. The back-propagation neural 
network is a multi-layered network, with the output from one layer serving as input to the 
next. The layers with no external output connections are referred to as hidden layers. A 
back-propagation network with a single hidden layer consists of three layers of nodes (input, 
hidden, and output) and full interconnection between input and hidden layers and the hidden 
and output layers. Residing on these connections are weights that multiply signals passing 
over the connection. The product of the signal magnitude and weight is summed over all 
connections leading to a particular node to give the initial output for that neuron (the actual 
result is dictated by the activation function chosen for the node). In general, the number of 
hidden layer neurons should be approximately one-half of the input layer nodes. 

Training begins with all weights set to random numbers. For each data record, the 
predicted value is compared to the desired (actual) value and the weights are adjusted to 
move the prediction closer to the desired value. Many cycles are made through the entire set 
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of fining da,a with the weigh, being co„ ti „ua lly adjusted to produce more accurate 
ptedtcbons. ,„ one embodiment, a back-propagatton neura, „« (three , ay er perceptron, with 
sigmoid non-linearity, is used. * 

5 ma, JTT neUra ' n£lW ° rk reqU,reS *" "* ° f ™< S te "» ■» — .o 

5 make the Casstficatton. Tra,„i„ g invoives, for examp,e, different date sets of ,he five 

parameters from subjects in each Cassification. For instance, one edification may be a 

nvmg finger, one Caseation may he a dead finger, and one Cassification may be a ptestic 

finger ,„ another insrance, twelve date sete are eo„ec,ed from each claas. According o one 

embodrmenr, me Naming algonthm uses grad.en, deacen, in co.unc.ion t0 bateh 

targets (+1, -1) are chosen to denote live and spoof, respectively 

If.be outpu, of the bac k .propaga t i on neura, network indicates tha, the fingetprin, is 
from a hvmg finger (step 532), then the system paases the finge^t . ^ ^ . " 
finger (step 540) and the process ends in atep 544. However, if the output of the J & 
propagahon neural network indicates that the fingerprint is from a spoof (atep 532, then i, is 
deterrmned whether the number of trials is e,ua, to a predetermine, number, e.g. 3 £ 

'"'•-'•"■'■-ofWaUhasreachedmepnedetermmednumber.menmesya.em 

« . The process ends m step 544. „ ,s nored tha, each time input data ,rave,s through he 
k-propaga„o„ nenra, nerwork, a counter recordmg the nmrtber of tria,s is incremented by 
one. The counter ts reset at the end step 544. ' 

If the number of trials has no, reached the predetenmmed number, men the system 
prompts the user ,„ wipe hia finger and try agatn m atep 536. The pmcess repeats by 
returning to the start step (step 538). 

INVERTED SPOOF DETECTION TECHNIQUES 
Turning to FIG. 8, i, depicts a method for diafingn^ ienKm , ^ 
an an mverted spoof of the finge^nt. * ,„ verted ^ ^ ^ 
a eys of an enroUed fingerprint are essentially lura ed insrde-out. The inverted spoof is a 
fa,r,y ,mp,e technic for foohng a fingerprint capture system. ,„deed, i, can 
powerfit,: turning contour of the finger msrde-ou, maintetns the ridges and vafieys 
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least their transition points (endpoints and bifurcations), which is what is compared according 
to an embodiment of the system. 

In order to detect an inverted fingerprint, characteristics of the transition points are 
analyzed and compared between the enrolled fingerprint data and the captured fingerprint 
data. More particularly, and in the embodiment described below, when a fingerprint contour 
is inverted, the bifurcations become endpoints and vise-versa; the system, accordingly, 
performs a statistical analysis on the ratio of bifurcations to endpoints, with respect to 
matching minutiae, to detect the inversion. 

In step 804, the fingerprint sensor captures an image of the applied object (the finger). 
In step 808, minutiae are compared between the captured image and an enrolled image. A 
test is performed in step 812 to determine whether a match was found in step 808. If a match 
was found then, in step 816, a match counter is incremented (once for each match if multiple 
minutia are compared in step 808). 

In step 820, the matching minutiae are classified by type by extracting information 
from the image. By classifying each minutia by type it is meant is endpoints and bifurcations 
are so marked. If the matching minutiae of the enrolled image have not already been 
classified, then they are classified too. According to one embodiment, to classify the 
minutiae by type, the 3x3 non-overlapping neighbor technique, described above, can be 
employed. Y-connections (bifurcations) can be extracted by examining at least three ON- 
pixels in the proximity of the minutia, while endpoints can be extracted by examining at least 
two ON-pixels in the proximity of the minutia. If the image has been filtered, in accordance 
with the process described above with reference to FIG. 7, then such information can be 
extracted then, rather than in a separate step as is depicted in FIG. 7. 

In step 824, a test is performed to determine whether the captured and enrolled 
minutiae are of the same type. If they are not, then a type mismatch counter is incremented 
step 828. If they are, or after step 828, then a next test (step 832) determines whether there 
are more minutia that need to be compared. If there are more minutiae to be compared, then 
a next minutiae is retried in step 836 and processing continues to step 808. If there are no 
more minutiae to be compared, then in step 840 the ratio of the type mismatch counter value 
to the match counter value is calculated. 

A test is performed in step 844 to determine whether the calculated ratio exceeds a 
threshold value. According to one embodiment, the threshold value is 50%. This is because 
the inventors have found that due to potential non-uniformities in, for instance, a capacitive 
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flnge-pnn, sensor, and/or e „v,_, conditions , . ^ ^ W 

ON pixel va,uc. The threshold value. can however , be ^ J, ^ 

tolerance ,f proper filtering or more idea, environmental conditions are present 
If the ratio exceeds Ihe threshold, (hen in step 848 the cann,^ • 



1 ° ADDITIONAL TECHNIQUES 

advent „ f eertatn predetemtined parameters. Por exaatple, the ratt of ^ * 
■5 te.peran.re and the rate of hea,i„ g in extreme hea, d lf fer from the rate of hea^g 1^ 
ambient temperature. Another example is that the ™.,„fh . • 

^7~^**-«..-«- -examp,e,mlll;l 
— d of a _ „me of ,.2 seconds, the system watts for 3 seconds and instead „ 

In one embodiment, pore placement is measured along the rid^t.H, . u ■ 

dl h H *"* ° r " y — *o P L as 

descnbed above. More specifically, in one embodiment, pores are detected h 7 

3o seated byaspoof. Hone^re pl _, may b^t at^a 

In another embodiment, a global measurement of the texture of a finger is performo1 
and the result compared wtth me texture of a finger measured dunng enroZ 
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that cannot be easily reconstituted in a rendition of that finger. These fine features may be, 
for instance, measured and quantified by using Fourier transform and looking at the high 
frequency details. A living finger, in general, has higher frequency details then a plastic 
finger. The texture measured may be, but not limited to, pores and other small texture that 
cannot be readily and reliably reproduced. In one embodiment, the textures may be measured 
using a device that measures very fine features. 

According to another embodiment, a biomedical measurement device is used to 
measure certain characteristics of a living finger, such as, but not limited to, skin resistance, 
temperature, pulse-oximetry (blood oxygen measured by absorption of near infrared light and 
red light), electrocardiogram (electrical potential changes of cardiac activity versus time), 
laser Doppler measurement of blood flow, x-ray, pressure and other physiological vitality 
indicators. These measurements are compared with corresponding measurements taken 
during enrollment or during a previous successful verification. 

In still another embodiment, the system is a multi-modal system which requires more 
than one biometric measurements such as, but are not limited to, fingerprint, voice, hand- 
writing, retina, etc. By using a multi-modal system, an attacker must obtain multiple tools to 
manufacture different modes of spoof, thus making a spoof attack more difficult. 

According to another embodiment, the system requests a user to put the same finger 
down on the capture device twice. A sequence of images is captured for each application. 
The first and the second sequence of images are then compared. It is noted that the 
fingerprint images from a living finger exhibit some hysteresis as the characteristics change. 
In particular, the first of the second sequence of images exhibits characteristics closer to the 
last image of the first sequence of images. The first image of the second sequence of images 
from a spoof, on the other hand, displays characteristics that are closer to the first image of 
the first sequence of images captured from the initial application. This difference is due to 
the fact that a finger has an elastic surface, thus the surface of the finger stretches and varies 
under different conditions. Hence, the closer in time the fingerprints are taken, the closer the 
images. In contrast, a molded finger typically produces identical fingerprints during initial 
application. Therefore, by comparing the images from two different applications, the system 
is able to determine whether the applied object is a living finger. 

Although the invention has been described with reference to particular embodiments, 
the description is only an example of the invention's application and should not be taken as a 
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CLAIMS 



What is claimed is: 

1 . A biometric sensing system comprising: 

an image capture device configured to sample an applied object and create an 
electrical representation of the applied object; and 

a spoof detection module configured to analyze the electrical representation of the 
applied object for relative intensity, density, geometric, or temporal anomalies indicative of a 
non-living applied object. 

2. The biometric sensing system of claim 1 , wherein the spoof detection module 
employs an average intensity technique to detect and classify the anomalies, the average 
intensity technique configured to cause the system to capture a plurality of images of the 
applied object, and calculate an average intensity for each of the plurality of captured images. 

3 . The biometric sensing system of claim 2, wherein the average intensity technique is 
further configured to cause the system to reject the applied object as a spoof when the 
average intensity does not increase monotonically over the plurality of images. 

4. The biometric sensing system of any of the above claims, wherein the spoof detection 
module employs a pixel density technique to detect and classify the anomalies, the pixel 
density technique configured to cause the system to capture a plurality of images of the 
applied object, determine an ON-pixel value based upon a first captured image, determine a 
pixel count for each image in the plurality of captured images, wherein the counted pixels 
exceed the ON-pixel value, and calculate a delta pixel count value over the plurality of 
images. 

5 . The biometric sensing system of claim 4, wherein the pixel density technique is 
further configured to cause the system to reject the applied object as a spoof when the delta 
pixel count does not increase monotonically over the plurality of images. 

6. The biometric sensing system of any of the above claims, wherein the spoof detection 
module employs a ridge uniformity technique to detect and classify the anomalies, the ridge 
uniformity technique configured to cause the system to capture a plurality of images of the 
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applied object meastn, pixel intensity along ridges jn each Qf fte ^ 

■mages, deten™ whether the pixe, intens.ty increases in a spatiaHy non-unif™ mamer 
-d y. the appiied object as a spoof when the pixel , nlensity doM „„, ^ 
spatially non-uniform manner. 

5 

7. The biometricsenstng system of any „f A. above clatas, wherein ,he spoof de«ec,io„ 

apphed 0,0c,, measure pixe, in,e„ sity a,„„ g ridges in ^ of tte p , ura 8 
■mages, de t e m ,„e whetber ,be pixel inte.ity increases in . spatjal|y 
and y , 0,0 appiied object as a spoof wben the pixe! does not increase 

spatially non-uniform manner. 



* The meWC SenSiD8 ^ ° f My ° f * e *«* wherein ,bo spoof det eo,io„ 
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aion me nd.es, and reject me apphed o bj ee« as a spoof when me „ ^ ~ 
20 vananons are not roughly sinusoidal. intensity 

mod The biometric sensing system of any of the above olaims, wherein me spoof deteotion 
module employs a water d rop ,e, differentia, teonmtpte to detee, and classify JLJT 
me ndge untfonrtity teobnipne configure, ,„ cause me system to eapmre aT hnage o^ 

- go of the apphed „ bje c, ,oea.e a hxe-positioned water drop.e, within the s „ bseq J l y 
earned tmago, oompare a size of the firs, water drople, with a s, Z e of the „ k e.pol n 
water drop,.,, and rej eo, the apphed objec, as a spoof when the size of me 
water dropie, is sma,ler than the s,ze of the ft. water droplet 
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of an applied object, digitally process the plurality of captured images, form a fingerprint 
signal representative of fingerprint strings from each of the plurality of images, compare 
changes between the fingerprint signal corresponding to an initial image in the plurality of 
images and a fingerprint signal from a subsequently captured image in the plurality of 
images, and reject the applied object as a spoof when the changes exceed a threshold amount. 

11. The biometric sensing system of claim 1 0, wherein the fingerprint vitality technique is 
further configured to cause the system to compare a total swing ratio of the fingerprint signal 
of the initial image and the fingerprint signal of the subsequently captured image. 

12. The biometric sensing system of claim 1 0 or 1 1 , wherein the fingerprint vitality 
technique is further configured to cause the system to compare a minimum or a maximum 
growth ratio as between the fingerprint signal of the initial image and the fingerprint signal of 
the subsequently captured image. 

13. The biometric sensing system of claim 10, 1 1 or 12, wherein the fingerprint vitality 
technique is further configured to cause the system to compare last to first fingerprint signal 
difference mean between the plurality of images. 

20 14. The biometric sensing system of claim 10, 11, 12 or 13, wherein the fingerprint 

vitality technique is further configured to cause the system to compare a percentage change of 
standard deviations between the fingerprint signal of the initial image and the fingerprint 
signal of the subsequently captured image. 

25 15. The biometric sensing system of claim 10-14 or 15, further comprising a neural 
network, wherein the neural network configured to perform the steps of comparing. 

16. The biometric sensing system of any of the above claims, wherein the spoof detection 
module is configured to extract minutia type information from the electrical representation, 
compare minutia type information with information corresponding to an enrolled object, 
calculate a ratio of mismatched minutia type information to matching minutia information, 
and reject the applied object as an inverted spoof when the ratio exceeds a threshold type 
mismatch ratio. 
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17. The biomefric sensing system ofany of fc ^ 

mtnuha matching module configured ,„ compare minutiae exIracted fom ^ 
represent of t he applied object with minutiae of an objec| 

18. The biomeJric sensing system ofany of the above claims, wherein «he image capture 
devrce ,s a capacitive fingerprint sensor. P 

.9. Aeomp-rer mtplemen.ed memod for detecting a spoof of a living finger, compri,„g : 
r~e vmg one or more eJectrica, representations representative of a piurafity J LI 
ofanapphed object; and 8 

analyzing me one or more etectrica, repreaentations for relative intense density or 
geometnc anomalies indicative of a non-living appfied object. 

15 20. Thememodofclaimig.wheretnthestepofanalyzingcomp^. 

calculating an average mtensity for each of the plurality of images; and 
rejecting the applied object as a spoof when the average intensity, as secjuentiaHy 
measured over the phuafity of images, does no, increase monojonically " 

20 21. The method of claim 20, further comprising: 

calculating an average change h ^ ^ ^ 

rejecting the applied ohjec, as a spoof when me average change m the averagf' 
•ntenstey ,s befow a threshold average change in me average intensity value. 

* 22. T *-«"o<lofc,aimJ9,20or2l,wherei„.hes,epofa„a,y 2 i„ gcomprises . 
selectmg a portion of a firs, image in the plurality of images- 
^ deling an ON-pi X e, value based upon intensity values in me portion of ,he firs, 
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rejecting the applied object as a spoof when the average density value is not 
increasing monotonically. 

23. The method of claim 22, further comprising: 

calculating an average change in average density between the plurality of images; and 
rejecting the applied object as a spoof when the average change in average density is 
less than a threshold average change in average density value. 

24. The method of claim 19, 20, 21, 22 or 23, wherein the step of analyzing comprises: 
measuring intensity along ridges in each of the plurality of images; 

comparing the intensity along the ridges from each captured image with the intensity 
along the ridges from a coterminously captured image; 

determining whether the intensity along the ridges increases in a spatially non- 
uniform manner; and 

rejecting the applied object as a spoof when the intensity along the ridges does not 
increase in a spatially non-uniform manner. 

25. The method of claim 1 9, 20, 2 1 , 22, 23 or 24, wherein the step of analyzing 
comprises: 

comparing the electrical representations of each of the plurality of images for 
changes; 

comparing maximum signal values in the electrical representations when there are 
insignificant changes between the electrical representations; 

rejecting the applied object as a spoof when the electrical representation holds signal 
values indicative of insignificant changes between successive images. 

26. The method of claim 1 9, 20, 2 1 , 22, 23, 24 or 25, wherein the step of analyzing 
comprises: 

locating water droplets in each of the plurality of images; 

comparing a size of the water droplet in each of the plurality of images with a size of 
the water droplet in a subsequently captured image in the plurality of images; 

rejecting the applied object as a spoof when the water droplet size is static or 
decreases, over time, as represented in the plurality of images. 
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27. The method of claim 19, 20 21 22 21 ?4 ^k^-),; u • 

. *u, zi, n, 23, 24, 25 or 26, wherein the step of analyzing 
comprises: 7 5 

digitally processing a first electrical representation; 

5 saving the digitally processed electrical representation as a mask; 

applying the mask over subsequent electrical representations- 

convertmg the result of the mask of the subsequent electrical 'representations into 
fingerprint strings; 

connecting the fingerprint strings into a fingerprint signal for each image- 
analyzing the fingerprint signal for anomalies; and 



finger. 



rejecting the fingerprint signal when the anomalies are not indicative of a living 



28. The method of claim 27, 

where™ a»a, y2m g the flngerpii „ t signal for momalhs ^ 
swtng ra.0 of a firs, fingerprinr signaf ,„ a fas, fi„ gwprfat signa , ^ 

rejecting the ftngeepnn, signa. when the fotal swing ratio is not M cadve rf , ^ 



finger. 



29. The method of claim 27 or 28, 

wherein analyzing Ure fingerprint sjgna, for mmllm ^ 

_ or ntaximnm growth rario as tneasored between a firs, fingetp™ signa] ^ , ^ 
fingerprint signal; and 5 last 



finger. 



rejecting the ftngerpnn. signal when the growth ratio is no, indicative of , |jving 



30. The method of claim 27, 28 or 29, 

wherein anting the ftngerpnn, signa, for momiilts calcu 
fingerpnn, s.gnal to a las, fingerprint signal difference mean- and 

fiving f ' n8erPnn ' ^ ^ Si8na ' diffCTenK — ' S " * ■ 

31. The method of claim 27, 28, 29 or 30, 
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wherein analyzing the fingerprint signal for anomalies comprises calculating a 
percentage change of standard deviation between a first fingerprint signal and a last 
fingerprint signal; and 

rejecting the fingerprint signal when the signal difference mean is not indicative of a 
5 living finger. 

32. The method of claim 27, 28, 29, 30 or 3 1 , further comprising: 
calculating a spatial frequency of peaks in the fingerprint strings; 

calculating a total energy for the fingerprint strings, based on the spatial frequency; 

10 and 

rejecting the fingerprint signal as a spoof when the average energy is below a 
threshold total energy. 

33. The method of claim 27, 28, 29, 30, 3 1 or 32, further comprising, prior to rejecting the 
1 5 fingerprint signal as a spoof, sending the anomalies to a neural network for classification. 

34. The method of claim 1 9-32 or 33, wherein the step of analyzing the one or more 
electrical representations comprises: 

extracting minutia type information from the electrical representation; 
20 determining whether the minutia type information matches a minutia type of a 

matching minutia from an enrolled finger; 

calculating a ratio of mismatched minutia types to matching minutia; and 

rejecting the fingerprint signal as a spoof when the ratio of mismatched minutia types 

to matching minutia exceeds a threshold mismatch value. 



30 



35. The method of claim 1 9-33, or 34, further comprising: 

capturing the plurality of images of the applied object with a fingerprint sensor; and 
converting the plurality of images into the one or more electrical representations of 
the applied object. 

36. The method of claim 35, wherein the fingerprint sensor captured the plurality of 
images with a capacitive fingerprint sensor. 
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1 a, T ^ ^ ' ? " 3 " M taher COmpnS '" 8 e xt rac,eo 
from a, t „e one or more e,eo lri oa, represents w ith minutiae 6am „ enrol|ed fingff 

38. A confer software produc, having slored ^ 0 „ e „ ^ 
~„ s for «, one or more processors (o perfom 

above claims 1 9 through 37. y 01 
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